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(SEM V) THEORY EXAMINATION 2018-19
CYBER SECURITY
Time: 3 Hours Total Marks: 70
Note: 1. Anempt all Sections. If require any missing data; then choose suitably.
SECTION A
1. Attempt all questions in brief. 2x7=14
a. Write a short note on the Copyright Act?
b. What do you mean by physical Security for informationSystems?
c.  Describe Intellectual Property Issues (IFR).
d.  Write short notes on “Patent Law™,
e, What do you mean by WWW policy?
f. Giive small notes on Corporate Policy.
£ Differentiate between Cyber Security and Information Security.
SECTION B
1 Attempt any three of the following: Txi=21

a. What are the key differences between Symmetric and Asymmetric encryption?
b. Explain Information Security Governance in detalj’ﬂul process involved in the

Risk Management?
c. Explain briefly about Application Devel Sécum:.r with guidelines. g l\
d. Elaborate the term Access Control. jgintlude in authorization process for ™ -
(File, Program, Data rights) and explain | types of controls. hfmi_,.-
€. What do you understand by securilyxﬁiaure {Architecture) and design? ¢ 1.—-“
SEETION © ,ﬁ"
3. Attempt any one part of the-follawing: A Txl=7
{a)  What do you mean.y_Imellectual Property? Describe vunn-.Rhﬂns using
which Intellect v may be protected to an extent,
(b)  Explain {_unt‘!a‘mdlty, lnmgmy and Availability in ths Yuf cyber security.
4. Attempt any one plrt of the following: Txl=7
{a) What are the appmil.hcs followed in dn'ﬁupm!}jfﬂmllm System (15)7
[:-'Iph.l.l:l differens | v ang theeat
(b}  What is the m,-cdol"mfutmal.mﬂ ﬂcnlnl?" alsh explain the term ISMS?
oo
5. Attempt any one [part of the following: ™ Tx1=7
(a)  Explain thd rl:rh: of Security in Inﬁtyl'z and Web Services.
(k)  What is Intffusion Detection Sé;@m'* Explain with Block Diagram.

6. Attempt any one | Txl=T7
{_H-:I |_xp|mn in Detadl b g o Lian it Pt selompnogy
(by  Describe the m:rkuw v IH'.‘:IDIE nf("CW

1 Attempt any one part of the following: Txl=7
(a) What are the Data Security Considerations? Explain in this reference Data

Backup Security.
(b)  What is Public Key Cryptography? Define its Advantage and Disadvantage.
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