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(Wr:te your Roll No on the top rmmedta!ely on receipt of rh:s questzon paper.)
o s SectzonAls compulsox;y - &
~ Attempt any four _questlons from.Sectiqn B 4
: Parts of a question must be cbswcfea fog:ethcr.‘
| .'.Se'cti.on’,z-\ & 7 .
k _(a) ~__. List the dxfferent layers of an organizatlon where secunty must be unplemented to protect
‘ ‘-fltsopcratlons P | it g
: : . _ ) Assume a hacker hacks into a. network, coples a few files, defaces the Web page,

“and steals credlt card numbers, how many dlfferent threat categoncs does this attack:

fallmto'? il iR e SR
. (© What measurcs can 1nd1v1duals takc to protcct agamst shouldcr‘ surﬁng 2 | o
(_d). - Dlﬂ’erentlate between Honeynet Honeypot and Paddéd cell systems l : : 3

. - l. .',I";T.O.- 3 ‘
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@ ' Define Generator and Parity Check Matrix.
() How can panty c_ﬁheck matrix be uséd to generate codeword ? 7
(if) .Deﬁne minimam weight of the‘cpde. 7 4T ¥ - G 24241

Describe linear block code. Explain the difference between hamming distance and hamming
weight. ‘ e AR e 3

Define congfuence and compare with equality. "C A cyoat, 4T

,-Exbla:in_modﬁlo roperator along with its applicatioh. Also define residue classes w1than

“example, : e e Gk S = 29

éxplain wﬁetﬁaf ﬂ;e fallqwing cii)her is-monOalphabetic or not. G‘ivca rcaabn also.
Pla'in text : Frittata i ‘ 7

Ciphertext LTOHHQJQ Vi e _ ey
Use the Addmve mpher to eacrypt the message “HelloAbraham” w1th key = 10 3

Explaln transposmon c1pher mthasultable exampie & e Sl ; 3 :

.How many permutatmn tables are used in Data Encryptlon Standard c1pher T vl

D}ﬂ'erentlatebetweenthe follomng = : '. ST e

: @ Dlgltal Slgnature and convent:onal 31gnature :

: (u') Public key and Prtvate kcy

"Séc‘iion B-  Atess

1) Explaln the steps of Dxfﬁe-Hellman Key exchange protocol What is the most common

_'attackonthlsprotocol? T Famg 1 e : bt e
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(b Assume a language: with 87 letters - A B E K L. O, T, Y \a';here-A 1s 0, B is 1
Cls2 Kls3 L is 4, O is: 5, T186 YlS7 In order to encryptaword in this
language we corwert the letters into bmary form, apply the scheme shown m the diagram

£ 'glven below and convert them back to conespondmg letters Usmg the above algonthm

‘ -encrypt the word KAL s e 7 3 - ; ok
i 12 A 2 i 3
3 3! e R
—Iﬂ 4 4 P
5 5 ; o
e v o (G i > P — g
S & 6 Py
RN L -7

 Fig. for question 2(b)
3.5 ) (h‘_ Describe P_layfaif Cii)her encf_yption.' :
. .(I'I')' “Encrypt the plaintext “This is Good” using playfai; cipher and the f"oilowing

_key :

ok emkey il LRGN L Rk

x Lol giee Pk
| Zop ¥ W T lnpl
- 342
P.TO.
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HU, Show the P-Box for the following table :

413

(#) A message-has 2000 bits. It is snpposed' to be encrypted nsing a block cipher

of 64 bxts ﬁnd the 51ze of paddmg and the number of blocks. ‘3+_2 .

Explam Data Encryptlon standard w1th the help of a dlagram Lo 7

(@) ; Givealist of p0551ble items, which could be stored on a smart card, for authentication

¥

and encryptlon of conneetions.

: (@) How are those items stored on the smart card ? _ o

Explain i’nblie Key Infrastructures (PK;I)-along with the types of models. : 5
Given the following Generator'n{atri)g wliiit will bethe en_c_oded message for the

word (0101) ? e | T g
UG R G TR AR e [ B Ee
e Bt S8 2. 08
G= = e
g RO T R e T B
Fagnowy At ihal B Tk

‘Explain Syndrome Decoding. ' S o %

5 What do you mean by Intrusmn Detectlon and Preventton System ? Explain- any two
'_.typesofIDPS . S Siae L s : : 5
EXplai'n vulnerabiiity scanner. How is it used to improve security ? NEE Y

Deﬁne network footpnnung and network ﬁngerpnntmg ? How are these two related ? 3

Explam the different phases of secunty systems development Life Cycle. - _-6-
Llst_ and explain any foyr types of deliberate sofiware attacks. 4
4 S S
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